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1. Download the “eduroam-renyi.crt” certificate from the following location:
https://eduroam-guide.renyi.hu/

2. Double click on the downloaded file, then click “Open”.

Open File - Security Warning X

Do you want to open this file?

Name: C\Users\szho\Documents\cert\eduroam-renyi.crt
a Publisher: Unknown Publisher
Type: Security Certificate

From: C\Users\szho\Documents\cert\eduroam-renyi.crt

Open Cancel

Always ask before opening this file

= While files from the Internet can be useful, this file type can
potentially harm your computer. If you do not trust the source, do
not open this software. What's the risk?

3. Click “Install Certificate...”.
a  Certificate X

General Details Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):

« All issuance policies
« All application policies

Issued to: renyi.hu
Issued by: renyi.hu

Valid from 9/20/2022 to 9/17/2032

Install Certificate... | | Issuer Statement

o]



https://eduroam-guide.renyi.hu/

e(iuroam Windows

4. Choose “Local Machine”, then click “Next”.

£+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(O gurrent User

To continue, cick Next.

| ONext || Cancel

5. Choose “Place all certificates in the following store”, then click “Browse”.
X

€ &* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate

Certificate store:

Next Cancel

6. Choose “Trusted Root Certification Authorities”, then click “OK”.

Select Certificate Store X

Select the certificate store you want to use.

-~ Personal A

Bl Trusted Root Certification Authorities
] Enterprise T1rus

| Intermediate Certification Authorities
| Trusted Publishers

1 lintricted Cartifirates
< >

[[] show physical stores
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7. Click “Next”.

X
€ &* Certificate Import Wizard
Certificate Store

Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate

(®) place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities | [ Browse... 1
Ganc
8. Click “Finish”.
X

€ ¥ Certificate Import Wizard

Completing the Certificate Import Wizard
The certificate will be imported after you dick Finish.

You have spedified the following settings: — )
l Certificate Store Selected BIAlE=d Trusted Root Certification Authorities
Content Certificate
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9. Click start menu and type “Control Panel”.

Q) control Panel

< o Apps Documents Web Settings Folders Photos > ﬂ

Best match

Control Panel

Search the web Control Panel
System
Q_ control - See mare search results >
Apps (2] Open
=] Windows Tools > b
BN Command Prompt > Keers:
R ~ XX Network and Sharing Center
un
Settings
-,
w pp & browser control >

P Change User Account Control

>

settings
@ Eye control >
Cdb Game bar controller settings >

Q Search (;{; [ m q

10. Click “Control Panel”.

Q control Panel

< o Apps Documents Web Settings Folders Photos | 4 a

Best match

Control Panel w.l'

C

[nad

Search the web Control Panel
System
Q_ control - See more search results >
Apps (£ Open
=) Windows Tools > e

Command Prompt > Recent

XX Network and Sharing Center

Run >
Settings
9 App & browser control >

P Change User Account Control

3 >
settings

7 Eye control >

Cdb Game bar controller settings >

b
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11. Click “Network and Internet”.

Control Panel

> v 4

> Control Panel

Adjust your computer's settings

s

System and Security

Review your computer's status

Save backup copies of your files with
File History

Backup and Restore (Windows 7)

Network and Internet

View network status and tasks

)

r

Hardware and Sound
View devices and printers
Add a device

Programs

Uninstall a program

12. Click Network and Sharing Center

—

= o

Contrel Panel Home

g Network and Internet

™ ! » Cont.. » Networkand Int... w [&]

View by:

. User Accounts

. ®) Change account type

(gls=s] Appearance and
Personalization

Clock and Region

Ease of Access

Category ~

Change date, time, or number formats

Let Windows suggest settings

Optimize visual display

System and Security -

Network and Int:

Pregrams
User Accounts

Appearance and
Personalization

Cleck and Region

Ease of Access

Network and Sharing Center

View network status and tasks | Connecflte a network

View network computers and devices

ernet

Hardware and Sound ¢ Internet OptanS
#=] Change your homepage

Delete browsing history and cockies

Search Control Panel

Manage browser add-ons
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13. Click Set up a new connection or network

. :‘: Network and Sharing Center - 0
& 5 v &« NetworkandIn.. > Network and Sharing Center v G Search Control Panel

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings
Change advanced sharing Renyi Access type: Internet
settings Public network Connections: 4l Wi-Fi (Renyi)

Media strearing options

Change your networking settings

dﬂ. Set up a new connection or network
. Set up a broadband, dial-up, or VPN confiection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

See also
Internet Options

Windows Defender Firewall

14. Choose “Manually connect to a wireless network” then click “Next”.
- X

i;' Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

L Set up a new network
==, Setup a new router or access point.

Manually connect to a wireless network
B sl Connect to a hidden network or create a new wireless profile]

L; Connect to a workplace
. Set up a dial-up or VPN connection to your workplace.

Next Cancel
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15. Set the following parameters, then click “Next”:
= Network name: eduroam
= Security type: WPA2-Enterprise

- X
&« M Manually connect to a wireless network
Enter information for the wireless network you want to add
etwork name: | eduroam ‘

Security type: WPA2-Enterprise v
Encryption type: AES
Segurity Key: Hide characters

Start this connection automatically

[J Connect even if the network is not broadcasting

Warning: If you select this option, your computer’s privacy might be at risk.
Next Cancel

16. Choose “Change connection settings”.

& Manually connect to a wireless network

Successfully added eduroam

—> Change connection settings
Open the connection properties so that | can change the settings.

Close
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17. On the “Security” tab, under “Choose a network authentication method” choose
“Microsoft: Protected EAP (PEAP)”, then click “Settings”.

eduroam Wireless Network Properties X

Connection | Security

Security type: WPAZ2-Enterprise v

Encryption type: AES ~

Lhoose a network authantication methad:
Microsoft: Protected EAP (PEAP) hd || Settings
Eemember my credentials for this connection eac

time I'm logged on

Advanced settings

18. Tick “Verify the server’s identity by validating the certificate” and “Connect to these
servers”; under the latter, type “renyi.hu”. Under “Trusted Root Certificate Authorities”, tick
“renyi.hu”. Under “Select Authentication Method”, select “Secured password (EAP-
MSCHAPv2)”, then click “OK”.

Protected EAP Properties X

When connecting:

erify the server's identity by validating the certificate

onnect to these servers (examples:srvi;srv2;.*\ srv3Y.com):

renyi.hu

Trusted Root Certification Authorities:

[ ] Microsoft Root Certificate Authority 2011 A
D Microsoft Time Stamp Root Certificate Authority 2014
[ ] NetLock Arany (Class Gold) Fétantsitvany

is.Root CA 2
renyi.hu
t CA

D Security Communication RootCA1
[ Starfield (lacs 2 Certification Authoriby
< >

Notifications before connecting:

Tell user If the server's identity can't be verified £

Select Authentication Method:
Secured password (EAP-MSCHAP v2) v Configure...

Enable Fast Reconnect
D Disconnect if server does not present cryptobinding TLV
[]Enable Identity Privacy
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19. Click “Advanced settings”.

eduroam Wireless Network Properties X

Connection Security

Security type: WPA2-Enterprise v

Encryption type: AES W

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v

Remember my credentials for this connection each
time I'm logged on

Advanced sefttings

OK Cancel

20. Tick “Specify authentication mode”, select “User authentication”, then click “Save
credentials”.

Advanced settings X

802.1X settings 802.11 settings

bpecify authentication mode:

rUser authentication b Save credentials

Delete credentials for all users

[ ]Enable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon
Maximum delay (seconds): 10 =

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication
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21. Type your Eduroam credentials (username@renyi.hu / password), then click “OK”.

Windows Security X

Replace credentials

Saving your credentials allows your computer to connect to the
network when you're not logged on (for example, to download
updates).

username@renyi.hul X

QK Cancel

22. Click “OK”.
Advanced settings X

802.1X settings 802.11 settings

[v]Specify authentication mode:

User authentication b Replace credentials

[ ] Delete credentials for all users

D Enable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon
10 =

-

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

10
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23. Click “OK” again.

eduroam Wireless Network Properties X

Connection Security

Security type: WPA2-Enterprise v
Encryption type: AES Ry

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) ~ Settings

Remember my credentials for this connection each
time I'm logged on

I Advanced settings

OK Cancel

24. You can connect to the “eduroam” wireless network.

& Wi-Fi a

’r,?\ eduroam
Biztonsagos

[:] Automatikus csatlakozas

Csatlakozas

Tovabbi Wi-Fi-beallitasok
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